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Preface

This documentation contains information on how toinstalland operate Beyond Cloud Connectorin your Business

Centralenvironment.

This documentation isintended for experienced Business Central users. Additional knowledge of Microsoft Azure or

Sharepoint may be required for the setup of Beyond Cloud Connector.

Read this documentation completely to set up and to work professionally with Beyond Cloud Connector. Pay particular

attention tothetips, information and safety instructions contained in the documentation. Inform your employees about

the properuse of Beyond Cloud Connectorand store the documentation in a location thatis accessible to employees.

PDF
Manufacturer

Beyond Cloud Connectoris developed by:

BeyondIT GmbH
SchauenburgerstraBe 116
24118 Kiel

Germany
info@beyondit.gmbh

+49 43136303700

VISIT
APPSOURCE

Version history

Version Date Author

1.0 01.07.2021 Sascha Fischer
1.1 18.10.2021 Sascha Fischer
1.2 28.02.2022  JannicWeidel
1.3 29.03.2022  JannicWeidel
1.4 20.05.2022  JannicWeidel
2.0 10.10.2022  Jannic Weidel
2.1 27.03.2023  Jannic Weidel
3.0 10.04.2025 Jannic Weidel

File Access public

Comments

Initial Version of the documentation

Rework

Digitalization of documentation

Added descriptions for screenshots

Described copy function forusers
Documentation of Beyond Cloud ConnectorV2.0
Rework of chaptersregarding licensing

Rework of documentation due to new documentation framework


http://docs.beyond365.de/pdf/Beyond_Cloud_Connector_en-US.pdf
mailto:info@beyondit.gmbh
tel:+4943136303700
https://appsource.microsoft.com/en-us/marketplace/apps?search=beyondit&page=1

General Information

This documentation contains important information that you must observe when following the descriptions. The
information is highlighted as notesand arranged according totype and importance. The notes are listed below in

ascending order of importance:
O TIP

This represents no risk. In addition to the classic clicking on options, Business Central also offers the option of using so-called shortcuts. Shortcuts are
key combinations with which you can also execute the desired action in the user interface. By using shortcuts, you can work faster and more effectively. Try

the key combination and you will be surprised how much faster you can work.

O NOTE

This represents no risk. This note contains important information on the correct use, configuration or operation of the software. Follow these instructions

to avoid inefficiencies and unnecessary support tickets. For example, this note can show you that an option is hidden and tells you how to proceed if you
want to show it again.

I IMPORTANT

This represents a low risk. This notice refers to non-critical issues that may lead to undesired behavior or configuration problems.

May affect user experience or functionality if not considered.

A cAUTION

This represents a medium risk. This notice indicates a potential problem that could affect system stability or data integrity.

Failure to comply may result in errors, loss of performance or partial service interruptions. The errors caused by non-compliance only affect the app itself
and prevent you from working with data within the app.

/A WARNING

This represents a high risk. This notice indicates an immediate and serious risk to the productive system.

Failure to observe this warning may affect the entire system. There is a risk of loss of critical data or total system failure, leading to prolonged downtime. It
may not be possible to restore the data and a backup must be imported.



Beyond Cloud Connectoris a Microsoft Dynamics 365 Business Central extension for connecting Sharepoint, Azure Files
and Azure BLOB Storage. This extension allows you to store and link additional files, chaotically or structured, directly
from Business Central to your own Microsoft Cloud, so that the corresponding files can be accessed quickly and easily

from just one application. Depending on the connection, stored filesin the Cloud can be previewed ordownloaded
directly in the web client.

Storage Locations

The following storage options are included in this extension:

o Azure Blob Storage
"Azure Blob storage is Microsoft's object storage solution forthe cloud. Blob storage is optimized for storing

massive amounts of unstructured data. Unstructured datais data thatdoesn't adhere to a particular data model or
definition, such astext orbinary data.”

You can get more information on the official site of Microsoft:
What is Azure Blob Storage? | Microsoft Docs

o Azure Files
"Azure Files offers fully managed file shares in the cloud that are accessible via the industry standard Server
Message Block (SMB) protocol, Network File System (NFS) protocol, and Azure Files REST API. Azure file shares
can be mounted concurrently by cloud oron-premises deployments. SMB Azure file shares are accessible from
Windows, Linux, and macOS clients. NFS Azure file shares are accessible from Linux or macOS clients.
Additionally, SMB Azure file shares can be cached on Windows servers with Azure File Sync for fast access near
where the datais being used.”

You can get more information on the official site of Microsoft:
What is Azure Files? | Microsoft Docs

e Sharepoint
"Organizations use Microsoft SharePoint to create websites. You can use it as a secure place to store, organize,

share, and access information from any device. Allyou need is a web browser, such as Microsoft Edge, Internet
Explorer, Chrome, or Firefox."

You can get more information on the official site of Microsoft:
Was ist SharePoint? - Office-Support (microsoft.com)

With these 3 connection options, files can be conveniently stored in a separate cloud storage at your own discretion. On
the one hand, this hastheadvantagethatthe actual database does not increase unnecessarily in size and, on the other
hand, that the files have a central storage location and can be accessed immediately from anywhere with all devices. If
multiple cloud services are available, itis up to you to assign the corresponding storage to a specific entity, sothatin the
end the service you prioritize can be used. All this can be defined and set up in Business Central.

A cAuTION

Moving or deleting data in the cloud storage must be prevented under all circumstances, as there is a link to Business Central and corresponding links
become irreparable and thus unusable. Administrators have the option to delete files that are no longer linked from the data sets. This is the case, for

example, if a file has been removed from the cloud storage but is still linked in Business Central.

['INFO]
The Cloud File Search function becomes slower with each additional search criterion, since each term must again search the data sets including all

metadata and temporarily store the partial result in the database.


https://learn.microsoft.com/en-us/azure/storage/blobs/storage-blobs-overview
https://learn.microsoft.com/en-us/azure/storage/files/storage-files-introduction
https://support.microsoft.com/en-us/office/what-is-sharepoint-97b915e6-651b-43b2-827d-fb25777f446f

Set Up Sharepoint as Cloud Storage

This chapterdescribes how to connect your Business Central (using Beyond Cloud Connector) to Sharepoint.

Connecting Sharepoint allows you to directly access and edit files stored in the cloud without leaving Business Central.

O NOoTE

Adminstator Privileges required in Microsoft Azure

The following descriptions require administrator privileges in Microsoft Azure. To set up the connection, you must have permission to create storage

accounts, regsiter apps, add API permissions and create secret keys. If you need help with setup or have any questions in this regard, please feel free to

contact us at info@beyondit.gbmh.

Follow the steps below to connect Sharepoint in Business Central:

e Registerapplication in Microsoft Azure

e Add APl permissions

e Prepareaccess data

o

o

o

o

o

CopyApplication (Client) ID
Generate and copy secret
Copy Authorization URL
Createand copy Redirect URL
CopyAccess Token URL

e ConnectBeyond Cloud Connector with Sharepointin Business Central

Register application in Microsoft Azure

This section describes how to registerthe application (Beyond Cloud Connector) in Microsoft Azure.

Todo this, proceed as follows:

1. Openthe website http://www.portal.azure.com/and log in.

2. Inthe Microsoft Azure menu bar, click App Registrations.

Azure services

L ==
- - n n

App
registrations

3. The App Registrations page is displayed. Click New Registrationin the menu bar.


mailto:info@beyondit.gmbh?cc=sascha.fischer@beyondit.gmbh&subject=Set%20Up%20Sharepoint%20as%20Cloud%20Storage
http://www.portal.azure.com/

= e B

Home > App registrations >

Register an application

* Name

| BEYOND CloudConnector

Supported account types

Wheo can use this application or access this API7

® Accounts in this organizational directory only
O
O

O

4. Enterasuitable name forthe new application under Name. We recommend using the name Beyond Cloud
Connector.

5. Under Supported Account Types, select the Accounts in this organizational directory only option.
6. Tocompletethe application registration, click Register.

You have registered a new application in Microsoft Azure. You need to give this registered application (Beyond Cloud
Connector) the appropriate APl permissions to connect to Business Central, Microsoft Graph and Sharepoint.

Add API permissions

This section describes how to configure the APl permissions required for data exchange (Read, Write and Manage). You
need to configure permissions forthree program interfaces (APIs). The interfaces used are Sharepoint, Dynamics 365
Business Central, and Microsoft Graph.

Toadd the APl permissions, do the following:

1. If youhave notyet opened the Microsoft Azure web page, click on the link below and log in:
http://www.portal.azure.com/.

2. Inthe Microsoft Azure menu bar, click the App Registrations menuitem.

Azure services

i Bl
| | =) . .

App
registrations


http://www.portal.azure.com/

3. The App Registrations page is displayed.
4. In the App Registrations table that is displayed, click the application that you created in the Registerapplication in
Microsoft Azure section.

Home >

App registrations =

-+ @ & O

=

m BEYOND CloudConnector

5. The corresponding app registration page is displayed.

6. Toview the permissions forthe registered app, click APl Permissionsin the menu.

— Microsoft Azure

Home » App registrations >

] BEYOND CloudConnector =

|,D Search | «

i#
&

F

Manage

-2 AP| permissions

7. Toadd the permission for Dynamics 365 Business Central, click the Add a Permission option under the Configured
Permissions section.



= e B -

Home > App registrations > BEYOMD CloudConnector

- BEYOND CloudConnector | APl permissions =

| £ Search | &« (] a2

i
Configured permissions

LM
.
.
Manage = Add a permission
= API / Permissions name Type Description Admin consent requ...
_:’) ~ Microsoft Graph (1)

!

User.Read Delegated  Sign in and read user profile Mo
i

-2 APl permissions
8. The Request APl Permissions window is displayed.

Request API permissions X

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

b #£% Dynamics 365 Business
W Central

Programmatic access to data and
functianality in Dynamics 365 Business
Central

9. Select Dynamics 365 Business Central from the available APl permission options.



10. Choose the permission type Delegated permissions.
11. Select the Financials.ReadWrite.All checkbox.

Request APl permissions

< All APIs
£a Dynamics 365 Business Central

- https://dynamics.microsoft.com/business-central/overview, Docs

What type of permissions dees your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

expand all

P!

Permission

' Other permissions

user_impersonation (&)

L

Admin consent required

- . MNo
MAccess as the signed-in user
v Financials (1)
- Financials.ReadWrite.all @
No

Access Dynamics 365 Business Central as the signed-in user

12. Click Add Permissions.

13. Youhave granted permission for Dynamics 365 Business Central. This is displayed under the Configured

Permissions section in yourapp registry.

14. Toadd otherrequired permissions (Sharepoint), click Add a Permission in the Configured Permissions area.

= e

Home > App registrations » BEYOND CloudConnector

- BEYOND CloudConnector | APl permissions

|P Search | “ O a
i
Configured permissions

&d

.
F
Manage Add a permission
= API / Permissions name
3

~ Dynamics 365 Business Central (1)

Financials.ReadWrite All
1
I ~ Microsoft Graph (1)

-5 AP| permissions User.Read

15. Click on the SharePoint.

Type

Delegated

Delegated

b

Description Admin consent requ...

Access Dynamics 365 Business Central as the signed-in user No

Sign in and read user profile No



Request AP| permissions

Q SharePoint H r

Interact remotely with SharePoint data

16. Choose the permission type Delegated permissions.
17. Select the AllSites.Manage checkbox.

Request APl permissions X

€ All APIs
SharePoint

https://microsoft.sharepoint-df.com/ Docs =

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions expand all

P

Permission Admin consent required

' allsites (1)

]

AllSites.Manage (O
Read and write items and lists in all site collections

Mo

@

v o [ O

18. Click Add Permissions.

19. You have granted permission for Sharepoint. Dynamics 365 Business Centraland Sharepoint permissions are
displayed under the Configured Permissions section in yourapp registration.

20. Toadd the otherrequired permissions (Microsoft Graph), click Add a Permissionin the Configured Permissions



area.

= e E

Home » App registrations > BEYOMD CloudConnector

- BEYOND CloudConnector | APl permissions =

|r0 Search | « @) o

Configured permissions

&
’
#
Manage T Add a permission
= . - .
APl / Permissions name Type Description Admin consent requ... ¢
2

~ Dynamics 363 Business Central (1)
Financials.ReadWrite.All Delegated  Access Dynamics 365 Business Central a5 the signed-in user  No
I|I
' ~ Microsoft Graph (1)

=% API permissions o .
User.Read Delegated  Sign in and read user profile No

~ SharePoint (1)

AllSites.Manage Delegated  Read and write items and lists in all site collections No

21. Click on the APl Microsoft Graph.

Request APl permissions

Select an API
Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APIs

Microsoft Graph

T
4‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.

Access Azure AD, Excel, Intune, Qutlook/Exchange, Onelrive, OneMote, SharePoint, Planner, and more through a
single endpaoint.

22. Choose the permission type Delegated permissions.
23. Select the Files.ReadWrite.Allcheckbox underthe Files APl Permissions.



Request AP| permissions X

> Externalltem
> Family

“ Files (1)

Files.Read (O
Read user files

Files.Read.all (&
Fead all files that user can access

Mo

Files.Read.Selected (O

Read files that the user selects (preview)
Files.ReadWrite ()

Have full access to user files
Files.ReadwWrite.all (D

. . Mo
Have full access to all files user can access

|8 0O 0O 40O 0O

Files.ReadWrite. AppFolder (&

[

Have full access to the application's folder (preview)
Files.ReadWrite Selected (O

\:‘ No

Read and write files that the user selects (preview)
> Financials

24. In addition to the Files.ReadWrite.Allpermission, scrolldown to the Sites permission and select the checkbox for
Sites.Read.All.

Request AP| permissions X

N Sites (1)

Sites.FullContral.all &
\:I Yes

Have full control of all site collections

Sites.Manage.All 3
0 e

Create, edit, and delete items and lists in all site collections

Sites.Read.all &

No

Read items in all site collections

Sites.ReadWrite.all &

\:| MNo

Edit or delete items in all site collections

25. Click Add Permissions.

26. Youhave granted APl permissions for Microsoft Graph.
Dynamics 365 Business Central, Sharepoint, and Microsoft Graph permissions are displayed under the Configured
Permissions section in yourapp registry.



R

Home > App registrations > BEYOND CloudConnector

- BEYOND CloudConnector | APl permissions =

A

‘ £ | « v R’j

Configured permissions

Manage

- APl / Permissions name Type Description Admin consent requ... Sta

~ Dynamics 363 Business Central (1)
Financials.ReadWrite.All Delegated  Access Dynamics 365 Business Central as the signed-in user No

~ Microsoft Graph (3)

-2 AP| permissions

Files.ReadWrite.All Delegated  Have full access to all files user can access No
[-*]
Sites.Read.All Delegated  Read items in all site collections No
h User.Read Delegated  Sign in and read user profile No
&
~ SharePoint (1)
P
AllSites.Manage Delegated  Read and write items and lists in all site collections MNo
[ ]

You have added all necessary permissions to connect Sharepoint via Beyond Cloud Connector.

Dynamics 365 Microsoft

Sharepoint
Business Central Graph

* Financials.ReadWrite.All e Files.ReadWrite.All * AllSites.Manage
¢ Sites.Read.All

e User.Read

Prepare access data

Tomake the setup easier foryou, we have prepared a PDF file foryou. The PDF file caches information from Microsoft
Azure (e.g. Application (Client) ID, Access Tokens, etc.) that you willneed later for setup in Business Central.

Please download the file from the link below:

Download PDF file

Afterdownloading, open the PDF file and proceed to the following sections:

e CopyApplication (Client) ID

e Generateand copysecret

o CopyAuthorization URL

e Createand copyRedirect URL
o CopyApplication AccessID URL

Copy Application (Client) ID

This subsection describes where to get the Aopplication (Client) ID information for the Beyond Cloud Connectorsetup in

Business Central.

1. Openthe website for Microsoft Azure http://www.portal.azure.com/and log in.
2. Inthe Microsoft Azure menu bar, click the App Registrations menuitem.


http://docs.beyond365.de/de-DE/cloudconnector/assets/en-US_CloudConnectorSharepointSetup.pdf
http://docs.beyond365.de/de-DE/cloudconnector/assets/en-US_CloudConnectorSharepointSetup.pdf
http://www.portal.azure.com/

Azure services

= g s =3

App
registrations

3. The App Registrations page is displayed.

4. In the Appregistrations table thatis displayed, click the application that you created in the Registerapplication in
Microsoft Azure section.

5. Click Overviewin the menu bar.

6. Movethe cursortothe Application (Client) ID value. An icon willappearthat allows youto copy the value to the
clipboard.

e K

Home > App registrations >

B BEYOND CloudConnector =

|P Search | « 0| & =
i® overview A~ Essentials
Display name . BEYOMND CloudConnector
# Application (client) ID  : 12345678-1234-1234-1234-1234567891011
Manage Object ID
Directory (tenant) ID
=
Supported account types @ My organization only
-

7. Insertthevalueinthe PDF file underthe ClientID field.
### Generate and copy secret

This subsection describes how to create a new secret key in your Microsoft Azure. The secret key (also called Client
Secret) is required to secure the connection to Sharepoint and to authenticate yourself.

Togenerate asecret key, proceed as follows:

1. If youhave notyet opened the Microsoft Azure web page, click on the link below and log in:
http://www.portal.azure.com/

2. Inthe Microsoft Azure menu bar, click the Certificates & Secrets menu item.

= Microsoft Azure g

Home » App registrations » BEYOND CloudConnector

BEYOND CloudConnector | Certificates & secrets =

|/D | “ R'j

Certificates (0) Client secrets (0) Federated credentials (0)
Verwalten

=

3 = Mew client secret

Certificates & secrets Description Expires Value ©



http://www.portal.azure.com/

3. Select New client Secret from the menu bar.

4. Underthe Description field, entera name for the key (for example, Beyond Cloud Connector).

5. Underthe Expires field, define the validity period of the key. We recommend that you specify the validity period as
12 months. Please note thata new key must be regenerated afterthis period/date expires.

Add a client secret X

Description BEYOND CloudConnector

Expires Recommended: 6 months N

Recommended: 6 months
3 months

12 months

18 months

24 months

Custom

6. Tocreatethe key, click Add.
7. The new secret key (client secret) willbe added to the Certificates & Secrets page.

B

Home > App registrations » BEYOND Cle

BEYOND CloudConnector | Certificates & secrets = -

‘ o | « ol
L
&
#
Client secrets (1)
Verwalten -
=
o) T Mew client secret
Certificates & secrats Description Expires Value O Secret ID
in BEVOND CloudConnector 4/17/2023 Value of the secret h B W

8. Move the mouse cursortothe displayed value underthe Value column. Anicon willappearthat allows you to copy
the value tothe clipboard.

9. Copythevalue.

10. Insertthe valuein the PDF file under the Client Secret field.



O NOoTE

Values of secret keys are displayed only immediately after creation
The displayed value for the secret key is shown only in this session. When the browser window is closed or you log out, the value is made unrecognizable
and can no longer be copied. You need the value of the key to connect Sharepoint/Beyond Cloud Connector to Microsoft Dynamics 365 Business

Central (see section Connect Beyond Cloud Connector with Sharepoint in Business Central).

Copy Authorization URL

This subsection describes where to get the Authorization URL information for setting up Beyond Cloud Connectorin
Business Central.

1. Openthe website for Microsoft Azure http://www.portal.azure.com/and log in.
2. Inthe Microsoft Azure menu bar, click the App Registrations menuitem.

Azure services

i Bl
| | =) . .

App
registrations

3. The App Registrations page is displayed.

4. Inthe App registrations table that is displayed, click the application that you created in the Registerapplication in
Microsoft Azure section.

5. Click Overviewin the menu bar.

6. In Microsoft Azure, underthe overview for the registered application Beyond Cloud Connector, click Endpoints in
the menubar. The authorization URL is composed of the following components:
https://login.microsoftonline.com/ /oauth2/v2.0/authorize

Home > App registrations

i1 BEYOND CloudConnector # -

W Det @ 1 QAuth 2.0 authenzation endpoint (v2)
—Sems s . https://legin.microsoftonline.com/ /oauth2/v2.0/aut..|

B Overview

Endpoints

# Essentials
™

' Display name ; BEYOND CloudConnector
E
Verwalten

2

7. From Microsoft Azure, copy the field value for OAuth 2.0 authorization endpoint (v2) and pasteitintothe
Authorization URL field in the PDF file.

Create and copy Redirect URL

This subsection describes where to get the Redirect URL information for Beyond Cloud Connector setup in Business
Central.

1. Openthe website for Microsoft Azure http://www.portal.azure.com/and log in.
2. Inthe Microsoft Azure menu bar, click the App Registrations menuitem.

Azure services

i ==
ol 4 n n

App
registrations

3. The App Registrations page is displayed.
4. Klicken Siein derangezeigten Tabelle App-Registrierungen auf die Anwendung, die Sie im Abschnitt Register


http://www.portal.azure.com/
http://www.portal.azure.com/

application in Microsoft Azure erstellt haben.
5. Click Authenticationin the menubar.
6. Click Add Platform.

Microsoft Azure 2 N BN | H N

Home » App registrations » BEYOND CloudConnector

3 BEYOND CloudConnector | Authentication

|P Search | « A
13 . .
Platform configurations
&b
. Depending on the platform or device this application is targeting, additional configuration may be required such as
A redirect URIs, specific authentication settings, or fields specific to the platform.
Manage -+ Add a platform
=
>
Supported account types
Who can use this application ar access this API7
Ill
: @ Accounts in this organizational directory only (BEYONDIT GmbH only - Single tenant)
>
[-*Y
a

7. Awindow willbe displayed. Select Web from the options for the platform.
Paste the following link in the Redirect URI field. Replace your-directory-id and database-namein the link.
https://businesscentral.dynamics.com/your-directory-id/database-name?page=70838577.
9. Copytheredirect URLintothe PDF file under the Redirect URL field.
10. Select the Access Tokens and ID Tokens checkboxes.
11. Tocreatetheredirect URL, click Configure.

Configure Web ”

* Redirect URIs

The URIs we will accept as destinations when retuming authentication responses (tokens)
after successfully authenticating or signing out users. The redirect URI you send in the
request to the login server should match one listed here. Also referred to as reply URLS. Learn
more about Redirect URIs and their restnctions

[https://businesscentral dynamics.com/ /database... |

Front-channel logout URL

This 15 where we send a request 1o have the application clear the users session data. This is
requirad for single sign-out to work correctly.

| &g, "ﬂpﬂ._-'.-‘r-xampla.mm.-‘lc:gr. ut

Implicit grant and hybrid flows

Request a token directly from the authonzation endpaint. If the application has a single-page
architecture (SPA) and doesn't use the authornization code flow, or if it invokes 3 web AP| via
JavaScript, select both access tokens and |D tokens. For ASPUNET Core web apps and other
web apps that use hybrid authentication, select only 1D tokens. Learn more shout tokens.

Select the tokens you would like to be issued by the authorization endpoint:
B Acces: tokens (used for implicit flows)

H 1D tokens (used for implicit and hybrid flows)
Copy Access Token URL

This subsection describes where to get the Access token URL information for Beyond Cloud Connector setup in Business
Central.



. Open the website for Microsoft Azure http://www.portal.azure.com/ and log in.

In the Microsoft Azure menu bar, click the App Registrations menu item.

Azure services

4

App
registrations

3. The App Registrations page is displayed.

4. Inthe App registrations table that appears, click the application that you created in the Registerapplication in

Microsoft Azure section.

5. Click Overviewin the menubar.
6. In Microsoft Azure, underthe overview of the registered application Beyond Cloud Connector, click Endpointsin the

7.

menubar. The access token URL is composed of the following components:
https://login.microsoftonline.com/ /oauth2/v2.0/token

Endpoints

iii BEYOND CloudConnector =

# Essentials

com/’ foauth2/va.0/token

From Microsoft Azure, copy the field value for OAuth 2.0 token endpoint (v2) and paste it into the Access token URL
field in the PDF file.

O NOoTE

Ressource URL

The Ressource URL is automatically added by the system when creating the cloud application.

Connect Beyond Cloud Connector with Sharepoint in Business Central

This section describes how to connect Sharepoint to Microsoft Business Central using Beyond Cloud Connector.

Toconnect Sharepoint via the Beyond Cloud Connector extension in Microsoft Dynamics 365 Business Central, proceed

as follows:
1. OpenyourBusiness Centraland the PDF file with the collected data.
2. Fromtherole center, open the search function (ALT+Q) .
3. Search forthe Cloud Applications page and click the corresponding search result.
4. The Cloud Applications page is displayed.
5. Toconnect Sharepoint toyour Business Central, click Newin the menu bar.
6. The Cloud Applicationpage is displayed.


http://www.portal.azure.com/
https://businesscentral.dynamics.com/?page=70838580

Cloud Application

@ Login K Select Drive

General

Code *| | Description |
Application Type | Sharepaint | File deletion allowed ®
Sharepoint

Authorization

Client ID

Client Secret

Authorization URL

Resource URL

| |
| |
| |
Redirect URL | |
| |
Access Token URL | |

7. Inthe Code field, specify the value Sharepoint.
8. Theinformation Resource URL is automatically added by the system.
9. Inthe Application type field, select Sharepoint from the drop-down menu.
10. Inthe Descriptionfield, you can entera description forthe new cloud application.
11. Use the File Deletion Allowed slider to control whether files stored in the cloud can be deleted via Business
Central.
12. Openthe PDF file with the saved data. You have already collected the information forthe setup in the Prepare
access data section.
13. Copythedatafromthe PDF file and paste it on the Cloud Application page under the Sharepoint tab.
14. When you are done with entering the data, click Select Drive from the menu bar.
15. Awindow is displayed. Select the Sharepoint website (document libary in Sharepoint) which you want to connect

to.

Please selact the website you would like to A
connect to..

® BeyondCloudConnector

1 BeyondIT

(]

O

o

Q

o

o

o

o

] L'

16. Click OK.

You have connected your Sharepoint to Microsoft Dynamics 365 Business Central.

Foracomplete setup, youstillneed todefine the tables on which you want the dropzones to be displayed forstoring
files from Business Centralin Sharepoint. For more information on how to set up dropzones, see the Set up dropzone
chapter.



You can also set up automaticreport archiving. Formore information, see the chapterSet up report archiving.



Set Up Azure Files as Cloud Storage

This chapterdescribes how to connect your Business Central (using Beyond Cloud Connector) to Azure Files.
Connecting Azure Files allows you to directly access and edit files stored in the cloud without leaving Business Central.

O NOoTE

Adminstator Privileges required in Microsoft Azure

The following descriptions require administrator privileges in Microsoft Azure. To set up the connection, you must have permission to create storage
accounts and containers, and to create SAS tokens. If you need help with setup or have any questions in this regard, please feel free to contact us at
info@beyondit.gbmh.

Please download the file from the link below:

Download PDF File

Follow the steps below to connect Azure Files in Business Central:

o Create Storage Accountin Microsoft Azure
o Generate Shared Access Signatures
e ConnectBeyond Cloud Connector with Azure Files in Business Central

Optional (if you already have files stored in Azure Files):

e Import Files from Azure Files

Create Storage Accountin Microsoft Azure

This section describes how to create a storage account in Microsoft Azure. The storage account provides a unique
namespace foryour Azure storage data that can be accessed from anywhere in the world using HTTP or HTTPS. Data in
your storage accountis persistent and highly available, secure, and extremely scalable.

1. Openthewebsite http://www.portal.azure.com/and log in.
2. Inthe Microsoft Azure menu bar, click Storage Accounts.

_____E I
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3. Click Createin the menubar.

4. Complete therequired information tocreate anew storage account. Werecommend that youname the storage
account beyondcloudconnector. Since storage account settings depend largely on your organization's policies, we
donot provide any values. For more information about storage account settings and how to create a storage
account, see the Microsoft Azure Help chapter Create a storage account.

Forthe storage account, click Endpoints under the Settings menu item.

Copy thevalue forthe File Service and enteritin the PDF file under the Account URL field.

Create afile share forthe storage account.

Enterthename of the created file share in the PDF file under the Share Name field.

o ~N o~ O

You have created a new storage account with a container. Two Shared Access Signatures (SAS) are still missing to set
up the cloud storage. The SAS are created underthe Generate Shared Access Signatures section.
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Generate Shared Access Signatures

This section describes how to create the two Shared Access Signatures (SAS) to set up Azure Files for Beyond Cloud
Connector.

1. Openthe website http://www.portal.azure.com/and log in.

2. Inthe Microsoft Azure menu bar, click Storage Accounts.

3. Selectthestorage accountthatyoucreated in the Create Storage Accountin Microsoft Azure step.
4. Click Shared Access Signature in the menu barunder the Security + Networking section.
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5. Underthe Allowed Permissions section, enable all permissions for the SAS.

6. Generatethe SAS and enteritinthe PDF document underthe SAS Token field.

7. Then generate another SAS. For this SAS, clearall the check boxes under the Allowed Services section except for
the Read permission.

8. Copythe SAS (read permissions only) string into the PDF file in the Read only SAS Token field.

You have created the SAS.

Connect Beyond Cloud Connector with Azure Files in Business Central
This section describes how to connect Azure Files via Beyond Cloud Connectorin Microsoft Business Central.

Toconnect Azure Files via the Beyond Cloud Connector extension in Microsoft Dynamics 365 Business Central, proceed

as follows:
1. OpenyourBusiness Centraland the PDF file with the collected data.
2. Fromtherole center, open the search function (ALT+Q) .
3. Search for Cloud Applications and click on the corresponding search result.
4. The Cloud Applications page is displayed.
5. Toconnect Azure Files to your Business Central, click Newin the menu bar.
6. The Cloud Applicationpageis displayed.
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7. Inthe Code field, specify the value Azure Files.
8. Inthe Application Type field, select Azure Files from the dropdown menu.
9. Inthe Descriptionfield, you can entera description forthe new cloud application.
10. Usethe File Deletion Allowed slider to controlwhetherfiles stored in the cloud can be deleted via Business
Central.
11. Openthe Azure Files setup PDF file that you filled with information in the previous sections and transferthe values
totheappropriate fields in Business Central.

You have connected Azure Files to your Business Central. If you already have files stored in Azure Files, you can import
them using a JSON file for use with Beyond Cloud Connector. For more information, see the Import Files from Azure Files
section.

Import Files from Azure Files

This section describes how toimport existing files from Azure Files into Business Central.
This feature is supported for Azure Files only. Note that no cloud storage must be set up yet forimporting the files.

Toimport files from Azure Files into your Business Central, do the following:

1. OpenyourBusiness Central.

2. Fromtherole center, open the search function (ALT+Q) .

3. Search for Cloud File Import Entries page and click the appropriate search result.
4. The Cloud File Import Entries page is displayed.

< Cloud File Import Entries + Saved l:] &
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[There is nothing to show in this view)

5. Click Scan Cloud Storage in the menu bar.
6. The Edit - Scan Cloud Files... window is displayed.
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Edit - Scan Cloud Files... OX

Options

Welcome to the cloud file import. Please specify the cloud Downlead Examaple J
application you want to import from. In order to scan files

correctly, you need to add a file named Cloud Application Code

"beyondcloudconnector.json” to the root of the selected cloud
storage. This file will be used to assign the files to business
central records. When you are ready, click start to create import
entries based of the infermations from the cloud storage.

7. Toimport the files from Microsoft Azure, you need to edit a JSON file (beyondcloudconnector.json). Download the
sample file by clicking Download Example Json.

8. Open the JSON file in Visual Studio Code. If youdon't have Visual Studio Code installed, get the latest version from
this link: Download Visual Studio Code.

{} beyondcloudconnectorjson X

{"Customer: 12008":["I

9. Press CTRL+SHIFT+P to open the command menu of Visual Studio Code and type Format Document. Confirm the
command with Enter.
10. The JSON fileis formatted. Complete the mappings. You can see the following from the filesand mappings
specified in the sample file:

o The Invoice.pdf file is located in the root directory in Azure Files just like the JSON file. The Invoice.pdf file is
assigned to customer 12008 and vendor 70001.

o The file Shipment.pdf is stored in the directory Shipments and is assigned to customer 12008 and vendor
70001.

o The file ProfilePicture.jpgis stored in the directory Images and is assigned to the customer 12008 and the
vendor 70001.

If youneed help importing files from Azure Files or have any questions in thisregard, please feel free to
contactus atinfo@beyondit.gbmh.

11. Save the JSON file under the name beyondcloudconnector.json in the root directory of the Azure Files storage.

12. In Business Central, under the Cloud Application Code drop-down menu, select the appropriate Azure Files cloud
application.

13. Click OK.

14. Thefilesareimported from Azure Filesand the appropriate mappings are made in Business Central.

You have successfully connected Azure Files to Microsoft Dynamics 365 Business Central.
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Foracomplete setup, youstillneed todefine the tables on which you wantthe dropzones toappearforstoring files
from Business Centralin Azure Files. For more information about setting up Dropzones, see the Set Up Dropzone

chapter.

You can also set up automaticreport archiving. Formore information, see the chapterSet Up Report Archive.



Set Up Azure Blob Storage as Cloud Storage

This chapterdescribes how to connect your Business Central (using Beyond Cloud Connector) to Azure Blob Storage.
Connecting Azure Blob Storage allows you to directly access and edit files stored in the cloud without leaving Business
Central.

O NOTE

Administator Privileges required in Microsoft Azure
The following descriptions require administrator privileges in Microsoft Azure. To set up the connection, you must have permission to create storage
accounts and containers, and to create SAS tokens. If you need help with setup or have any questions in this regard, please feel free to contact us at

info@beyondit.gbmh.

Please download the file from the link below:

Download PDF File

Follow the steps below to connect Azure Blob Storage in Business Central:

o Create Storage Accountin Microsoft Azure
e Generate Shared Access Signatures

o ConnectBeyond Cloud Connector with Azure Blob Storage in Business Central

Create Storage Account in Microsoft Azure

This section describes how to create a storage account in Microsoft Azure. The storage account provides a unique
namespace foryour Azure storage data that can be accessed from anywhere in the world using HTTP or HTTPS. Data in
your storage accountis persistentand highly available, secure, and extremely scalable.

1. Openthe website http://www.portal.azure.com/and log in.
2. Inthe Microsoft Azure menu bar, click Storage Accounts.
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3. Click Createin the menu bar.

4. Complete therequired information to create a new storage account. Werecommend that youname the storage
account beyondcloudconnector. Since storage account settings depend largely on your organization's policies, we
donot provide any values. For more information about storage account settings and how to create a storage
account, see the Microsoft Azure Help chapter Create a storage account.

Forthe storage account, click Endpoints under the Settings menu item.

Copythevalue forthe File Service and enteritin the PDF file under the Account URL field.

Create a containerforthe storage account.

@ N oo O

Enterthe name of the created containerin the PDF file under the Container field.

You have created a new storage account with a container. Two Shared Access Signatures (SAS) are still missing to set
up the cloud storage. The SAS are created underthe Generate Shared Access Signatures section.

Generate Shared Access Signatures

This section describes how to create the two Shared Access Signatures (SAS) to set up Azure Blob Storage for Beyond
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Cloud Connector.

1. Openthe website http://www.portal.azure.com/and log in.

2. Inthe Microsoft Azure menu bar, click Storage Accounts.

3. Selectthestorage accountthatyoucreated in the Create Storage Accountin Microsoft Azure step.
4. Click Shared Access Signature in the menu barunder the Security + Networking section.
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5. Underthe Allowed Permissions section, enable all permissions for the SAS.

6. Generatethe SAS and enteritinthe PDF document underthe SAS Token field.

7. Then generate another SAS. For this SAS, clearall the check boxes under the Allowed Services section except for
the Read permission.

8. Copythe SAS (read permissions only) string into the PDF file in the Read only SAS Token field.

You have created the SAS.

Connect Beyond Cloud Connector with Azure Blob Storage in Business
Central

This section describes how to connect Azure Blob Storage via Beyond Cloud Connectorin Microsoft Business Central.

Toconnect Azure Blob Storage via the Beyond Cloud Connector extension in Microsoft Dynamics 365 Business Central,
proceed as follows:

Open your Business Centraland the PDF file with the collected data.

From therole center, open the search function (ALT+Q) .

Search for Cloud Applications and click on the corresponding search result.

The Cloud Applications page is displayed.

Toconnect Azure Blob Storage to your Business Central, click Newin the menu bar.
The Cloud Application page is displayed.
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7. Inthe Code field, specify the value Azure Blob Storage.
8. In the Application Type field, select Azure Blob Storage from the dropdown menu.
9. Inthe Descriptionfield, you can entera description forthe new cloud application.
10. Usethe File Deletion Allowed slider to controlwhetherfiles stored in the cloud can be deleted via Business
Central.
11. Openthe Azure Blob Storage setup PDF file that you filled with information in the previous sections and transfer
the valuestothe appropriate fields in Business Central.

You have connected Azure Blob Storage to Microsoft Dynamics 365 Business Central.

Foracomplete setup, youstillneed todefine the tables on which you wantthe dropzones toappearforstoring files
from Business Centralin Azure Blob Storage. For more information about setting up Dropzones, see the Set Up
Dropzone chapter.

You can also set up automaticreport archiving. Formore information, see the chapterSet Up Report Archive.



Set Up Dropzone

This chapterdescribes how tosetup a Dropzone in Business Central. The Dropzone allows you to upload files to your

cloud storage (Sharepoint, Azure Files, or Azure Blob Storage) and as well as access those files in Business Central.

The following description explains how to set up a Dropzone foritems.
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6.
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8.

9.

10.

11.

12.

Open your Business Central.

From the role center, open the search function (ALT+Q)

Search for Cloud Storage and click on the appropriate search result. The Cloud Storage page is displayed.
Tosetup anew Dropzone, click Newin the menubar.

From the Type dropdown list, select Dropzone.
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Dropzone « 0
Activate Deactivate Cloud Application Cloud Files
General
Type | Dropzone hd | Cloud Application Code | ~
Table ID | g v nitialized
Table Mame Foldername | |
Active @ Use Categories @
Metadata Manzge = B
Type da. e
=+ | Code

From the TableID dropdown list, select the table for which youwanttoadd a Dropzone. Note that the Dropzone
canonlybe added fortables that are stored in this dropdown list. To set up a Dropzone foritems, enterthe ID 27 in
this field.

Afterspecifying the table ID, the Table Name field is automatically filled by the system.

In the Cloud Application Code field, specify the cloud application youwant to use to store the data.

In the Folder Name field, specifya name forthe folders to be created in the cloud storage hierarchy to store the
uploaded data. This field defaults to the name forthe table ID.

Optional: Activate the Use Categories slider to save files into freely definable categories (forexample into images,
videos, e-mails and PDF documents). The categories can also be used as search criteria when searching for files.
Formore information about categories, see the section Set Up Categories For Dropzone.

Underthe Metadata tab, you can define additionalinformation thatis stored when files are uploaded to the cloud
storageviathe Dropzone. The metadata can be defined as a search criterion when searching for files in the cloud
(see chapterSearch Files).

Click Activatein the menubartoadd the Dropzone tothe table. The Active slider will be grayed out, indicating

that this Dropzoneis set up correctly.

You have set up the Dropzone. The Dropzoneis displayed on the set tablesin the FactBox (ALT+F2).
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Formore information about the Dropzone functions, see the chapters:

o Upload Files

e DeleteFiles

e Show File Preview

e Merge PDF Files

e Move Filesto Different Category

5
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Set Up Categories for Dropzone

This section describes how to set up categories fora Dropzone. Categories allow you to store files in a structured way
and make it easiertosearch and find files in a record.

When setting up a Dropzone foratable, youhave the option to enable the Use Categories option.

Lo Cloud Storage 1= - ] Not saved (1
Dropzone - 2/

Activate Deactivate Cloud Application Cloud Files
General
Type I DI’OpZOI'iE' hd Cloud Application Code SHAREPOINT ‘
Table ID I 27 nitialized
Table Name Foldername ITEMS ‘

Active @ Use Categories ‘)

Categories Manage = B3

- - = TR A = |me
tegory Code 1 Category Name lo. of Files

Ifthe slideris activated, the Categories tab is displayed. Here you can create categories forthe Dropzone.
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To create categories forthe Dropzone, proceed as follows:



Open your Business Central.

From the role center, open the search function (ALT+Q) .

Search for Cloud Storages and click the appropriate search result. The Cloud Storages page is displayed.
Select a cloud storage from the listand open the corresponding cloud storage card.

Underthe Categories tab, click in an empty row under the Category Code column.
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6. Select Newfrom the menuthatis displayed.

7. The Select - Cloud File Categories window is displayed.

8. Underthe Code column, entera code forthe category. Forexample, you can use the IMAGES code to create a
category forimages.

9. Enterthename forthe category underthe Name column. Repeat the previous step if you want to create more
categories.

10. Click OKtosave the newly created category/categories.
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11. Youwillberedirected back to the cloud storage card.
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12. Underthe Categories tab, specify the categories you created.
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You have added one or more categories to this Dropzone. Note that the cloud storage (i.e. the Dropzone) is Active to be
abletousethe categories. When uploading files, you willnow be asked which category the file corresponds to. For
more information, see the Upload Files chapter.



Set Up Report Archive

This chapterdescribes how toset up automaticreport archiving foryour cloud storage. You can set up report archiving
sothatyourdocuments generated in Business Central (for example, invoices, purchase orders, credit notes, and so on)
are automatically uploaded to one of your set-up cloud storages (Sharepoint, Azure Files, or Azure Blob Storage).

Categories cannot be used in report archiving.
Tosetup automaticreport archiving, proceed as follows:

Open your Business Central.

From therole center, call the search function (ALT+Q) .

Search for Cloud Storages and click on the appropriate search result. The Cloud Storages page is displayed.
Tosetup anewdrop zone, click Newin the menubar.

From the Type drop-down list, select Report Archive.

The Cloud storage tab is extended by the Report tab.
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7. From the Table ID drop-down list, select the table for which youwant to add report archiving. Note that report
archiving can only be added fortables that are stored in thisdrop-down list. Forexample, toset up report
archiving for sales invoices, specify ID 112.

8. Afterspecifying the table ID (112), the Table name field will be automatically filled by the system (with the value
Sales Invoice Header).

9. Inthe Cloud Application Code field, specify the cloud application you want to use to store the data.

10. Underthe Reporttab, in the ReportID field, specify the report you want to archive automatically.

11. The Folder Name field is automatically completed. By default, this field defaults tothe name forthe report ID.

12. Underthe Metadata tab, you can specify additionalinformation to be stored when uploading files to the cloud
storage via report archiving. Forexample, fora salesinvoice, you can save the field information of the No., Bill-to
Customer No., Bill-to Name, Your Reference, and Posting Date fields as metadata when archiving forthe file. The
metadata can be defined as search criteria when searching for files in the cloud (see chapter Search files).

13. Click Active in the menu bartostartreportarchiving. The Active slider will be grayed out, indicating that this
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reportarchive is set up correctly.
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You have set up thereport archive. Allreports/documents meeting the defined criteria are automatically uploaded to
the specified cloud application.



Set Up Users

This chapterdescribes how toadd usersand copy user permissions.
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User licenses and license models
Note that if you have not purchased an unlimited license for Beyond Cloud Connector, you must license all new users. If you need additional licenses

or want to switch to a different licensing model, contact us at info@beyondit.gbmh.

Add Users

This section describes how to grant permission to a user to use Beyond Cloud Connector.
Tosetup auser, proceed as follows:

1. OpenyourBusiness Central.

2. Fromtherole center, open the search function (ALT+Q) .

3. Search for Cloud Connector User Setup and click the appropriate search result. The Cloud Connector User Setup
pageisdisplayed.

4. Thelistdisplays all configured users and the assigned permissions.

5. Click New > Add new initialuserin the menu bar.

The UserSearch page is displayed. This list displays all users that are set up in your Business Central.
From the table, select the useryouwanttoadd to the list of Beyond Cloud Connector users.

Click OKto close the window and add the userto the Cloud Connector User Setup page.

Scrolldown the list to the added user.

O 0 00 N o

The checkboxes in the Dropzone enabled and File preview enabled columns allow you to set the user's access
permissions for displaying dropzones and previewing cloud files, respectively. By default, dropzone access
permission is enabled fornew users.

You have added a user to the Cloud Connector User Setup list.

Copy User Permissions

This section describes how to copy the user permissions of an existing usertoa newly added user. This gives the newly
added userthe same permissions as the existing user.

Proceed as follows if you want to give anewly added userthe same permissions as an existing user:

1. OpenyourBusiness Central.
2. Fromtherole center, call the search function (ALT+Q) .
Search for Cloud Connector User Setup and click the appropriate search result. The Cloud Connector User Setup

w

pageisdisplayed.

The list displays all configured users and the assigned permissions.

Selecta userfrom thelistand check all permissions you want to transferforanewly added user.
Click Process > Copy user settings to another userin the menu bar.

The Copy User Settings window is displayed.
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8. From the User Name dropdown list, select the user. Please note that you will only transfer permissions tothe
newly added userthat were previously selected from the list.
9. Click OKto copythe selected permissions forthe newly added user.

O NOoTE

Change all permissions of the user
You can change all permissions of the newly added user in the Copy user settings window via the Set new init values? option. Activate the

checkboxes for Set new init values?, Should be Dropzone enabled? andShould be File Preview enabled? to display the Dropzone for all

set tables and to enable the File Preview for the user within the Dropzone.



License Management

This chapterdescribes how you can view the license management of Beyond Cloud Connector.

Toview the status of the product license for Beyond Cloud Connector, proceed as follows:

1. Openthesearch field (ALT+Q) and search forthe page Beyond License Management.
2. The Beyond License Management page is displayed.

<

Beyond License Management

3. Underthe Licenses section, you will find all product licenses for BeyondIT applications that have been installed

forthis company. You can read allthe necessaryinformation from the values in the columns:

Column Description
Company . -
This column indicates the name of the company.
Name
Application  This column indicates the name of the application. If you use several BeyondIT products, a separate
Name lineisdisplayed foreach productin the overview,
This is the status of the product license. Several values are possible:
Valid: The product license is valid and the application can be used without restrictions.
Status Expired: The product license has expired. The application can no longerbe used.
Trial: The product license is valid and the functionalities of the application can be used fora short
period of time (note the value in the expiry date column) with restrictions or without restrictions.
Exceeded: The product license has expired. The application can no longerbe used.
Start Date Thisisthe date on which the product license was registered.
! Thisis the date on which the product license becomes orbecame invalid. The application can no
Expiry Date
longerbe used.
This checkbox indicates whetherthe product licenseis a trial license. Trial licenses are very limited
Trial licenses. You can purchase a full product license afterthe trial license expires (note the value in the
Expiry date column).
Licensed This column shows how the application was licensed. For example, thiscan be a tenant license, a
Metric license percompany ora license peruser.
Current This column shows how many licenses are used in the environment. The difference between the
u
Metric valuesin the Licensed metric and Current metric columnsindicates whetheryou need to purchase an

additionallicense.
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Upload Files

Beyond Cloud Connector allows you to upload files to your cloud storage via the Dropzone. The Dropzone must be set up
toupload files. For more information, please refertothe chapterSet Up Dropzone.

Forthe following description, we assume that you are on a page, table, orcard forwhich a Dropzoneis set up and you
have the appropriate user permissions to view the Dropzone.

Toupload a file to the cloud storage, do the following:

1. Display the FactBox in Business Central (ALT+F2).
2. The Dropzoneisdisplayed atthe upperpart of the FactBox.
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Dropzone

3. Clicktheuploadiconinthe Dropzone and select the file youwant toupload. Alternatively, you can alsodrag and
drop the filesontothe Dropzone. This is especially helpfulif you want to upload multiple files at once.

4. If youhave setup categories forthe Dropzone, a window will prompt you to assign the file(s) to a category. For
more information on categories, seethe Set Up Categories for Dropzone chapter.

Select Category 7 X

Please specify a category for file Invoice-2022-04-04.pdf

Category Code T Category Mame
= | DOCUMENTS : Documents
MAGES Images
VIDEOS Videos
Use Category for all files @

5. The Use Category for all files slider allows you to apply the selected category to all files to be uploaded (if you are
uploading multiple files).
6. Click OKto upload thefile.
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Inthe FactBox below the Dropzone, the corresponding categoryis displayed with the file you uploaded. If you click on a
file, thefileisdisplayed in the file preview below the Dropzonein the Factbox. Formore information about previewing
filesand the possible functions, see the Show File Preview chapter.



Search Files

This chapterdescribes how to search forfiles in Business Central via Beyond Cloud Connectorin the connected cloud
storage. Metadata and categories stored on the files can be defined as search criteria.

Follow these steps tosearch fora file in cloud storage via Beyond Cloud Connector:

1. OpenyourBusiness Central.

2. Fromtherole center, open the search function (ALT+Q)

3. Search forthe Cloud Files Search page and click on the corresponding search result.
4. The Cloud Files Search page is displayed.

€ Cloud File Search " Saved = A

7 Search  #% Search 75 Show Record  [il] Reset = v = 0
Search Terms
Metadata
Name Value

Record ID File Mi

(There is nothing to show in this view)

{There is nothing to show in this view)

File Preview

5. Enterasearch criterion in the input field.
6. Click Searchin the menu bar.
7. If necessary, narrow down the search results by defining additional search criteria. You can also use metadata and

categories as search criteria.

< Cloud File Search + Saved N =z /
2 Search #% Search 7o ShowRecord  [i] Reset = Vo= 0
Search Terms
*pdf *Imvoice® 70001 *
Record |D File Name Type
= \endor: 70001 : Invoice-July-2022-07-28.pdf application/pdf

8. Click Show Record in the menubartonavigate directly to the record.
9. Youcan open the file you are looking forin the FactBox (ALT+F2) in the Dropzone. Click on the eye symbol next to
the file name.

You have found your file. If the file cannot be accessed via the Dropzone, this may be because the file has been deleted
from the cloud storage, but the link is still stored in Business Central. Formore information, see the chapter Delete

Files.


https://businesscentral.dynamics.com/?page=70838588

Delete Files

This chapterdescribes how todelete files in the cloud storage via Business Central.

O NOoTE

Deleting files

Delete files only when you are absolutely sure that they are no longer needed. If you delete files directly in cloud storage, the connection/Link to the file
will still appear in Business Central, but the connected file will not be opened. Administrators can delete files that are no longer linked from the records.
To delete files and file connections, follow only the steps described in this chapter. For more information on deleting file connections, see the Delete

Connections to Files Saved in the Cloud section.

1. Ifthe FactBox with the Dropzoneis not yet displayed, press ALT+F2 to display it.
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2. Clickthetrash caniconin the Dropzonetodelete the file.
3. Youwillbe asked if youreally want to delete the file. Confirm the message with Yes.

You have deleted the filein the cloud storage and the specific file connection between Business Centraland the
connected cloud storage. Restoring the file to the cloud storage does not restore the link to Business Central. You have

tore-upload the corresponding file via Business Central.

Delete Connections to Files Saved in the Cloud

This section describes how to delete a file connection. You must delete the file connection if the file to be displayed in
Business Central (in the Dropzone) has been deleted from the connected cloud storage.

Todelete the file conection between Business Centraland the cloud storage, proceed as follows:

Note the name of the file and its metadata.

From the role center, open the search function (ALT+Q)

Search for Cloud Files and click on the corresponding search result. The Cloud Files page is displayed.
Show the filterarea (SHIFT+F3).

Define a filterforthe file based on the file name (or metadata, if applicable).

Select the file whose file link you want to delete.

~N O~ OB WN =

Click Force Deletionin the menubar.


https://businesscentral.dynamics.com/?page=70838576

€ Cloud Files
0 i & o X Force deletion

You have successfully deleted the file connection.

O NOoTE

Delete File Connection

Note that the file connection in Business Central to the file in cloud storage is deleted. When you restore the file to cloud storage, it does not appear in

Business Central. To restore the link to the file, you must upload the file for the corresponding record using the drop zone. For more information, see the
Upload files chapter.



Show File Preview

Beyond Cloud Connector allows you to preview files stored in the cloud storage.

O NOoTE

User permissions required
The File Preview Enabled setting on the Cloud Connector User Setup page controls the file preview below the Dropzone for the corresponding
tables. If the user does not have the permissions (Dropzone Enabled and File Preview Enabled), neither the Dropzone nor the file preview will be

displayed to the user.

Follow the steps below to preview a file stored in the cloud storage:

1. Click the filenamein the Dropzone.

2. Areduced preview of the fileis displayed in the info box area underthe File Preview tab.
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3. Ifyouwanttoseealargerpreview of the file, click the eye icon next to the file in the Dropzone.
4. The file view opens. In this file view, you can view the files stored in the cloud storage - without leaving Business
Central.
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File preview allows handling files within Business Central (with multiple people), playing video files and editing PDF

documents.

Beyond Cloud Connector offers a wide range of functions for editing files. All of these functions can be performed in the

file preview (eyeicon). Below is an overview, sorted by file type, of the functions you can perform on files stored in the

cloud within the file preview via Business Central:

File Type

PDF Files
(.pdf)

Excel Files

Word Files
PowerPoint Files
OneNote Files

(.xlsx, .docx, .pptx, .one)

Video Files
(.mpg, .mpeg, .mp4, .avi, .wmy,
.mov, .flv, .webm, ...)

O NOTE

Merge PDF files

Feature/s for File Handling

* Rotate pages

e Add text

e Highlight text
* Draw objects

* Revertchanges
* Save changes
* Print

* Read Aloud

e Work simultaneously with otheremployees on a file in and outside of Business
Centralin realtime

Playback with different options:
e Play in fullscreen mode

e Play in picture-in-picture

e Changeplayback speed

e Changevolume

In addition to the above mentioned functions for the preview, Beyond Cloud Connector also allows you to merge multiple PDF files into one PDF file.

For more information, see the chapter Merge PDF files.



Merge PDF Files

Beyond Cloud Connector allows you to merge two ormore PDF files into one file.

Tomerge two or more pdf files, proceed as follows:

1
2
3
4.
5
6

7

. Show the FactBox (ALT+F2) on the corresponding card.

. The FactBox with the Dropzone is displayed.

. Toselectthe PDF file, click theicon in front of the PDF file namein the Dropzone.
Acheck markicon willbe displayed in front of the selected file.

. Toopen the PDF editor for combining PDF files, click Dropzone.

. Click PDF Editor.

Dropzone -~

T
>

5]
(-]
m

=]

5 L W
7 in 2
. The PDF Editoris displayed.
PDF Editor
FDF
= Q - + &
@l‘kwﬂl

. Tomerge the PDF file with a PDF report, click Add Report. You can attach more than one PDF file using the Add

Multiple Reports action.

. The Report Lookup window opens.
10.
11.
12.
13.
14.

Selectthereportorreports youwanttomerge with the PDF selected from the Dropzone.

Click OK.

Anew window willbe displayed. Define the report parameters.

Tomerge thereport orreports, click OK.

Tosave themerged PDF, click Save to Dropzone in the menu bar of the PDF Editor page. The Clear PDF function



allowsyoutodeletethe contents of the PDF file.
15. Specify the file name forthe newly created PDF file.
16. Click OK. If you have set up categories forthe Dropzone, you are prompted to specify a category for the file.
17. Select the category and confirm the dialog box with OK.

The filehasbeen added tothe Dropzone. You can now view it in the file preview or edit it using the additional functions
for PDF file in the file preview. For more information about the file preview and the different editing options (depending
on the file format), see the Show File Preview chapter.



Move Files to a Different Category

When uploading files to cloud storage, you are prompted to specify a category perfile. The following instructions
describe how to move one or more files to a different category.

Todo this, proceed as follows:

1. Ifthe FactBox with the Dropzoneis not yet displayed, show it with the keyboard combination ALT+F2.
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2. Inthedrop zone, click theiconsin front of the file names to select individual files. Alternatively, you can select all
filesin a category by clicking theicon in front of the category name.

3. Acheckmarkicon willbe displayed in front of the selected files.

4. Tomove the filestoanothercategory, click the dropdown menuin the Dropzone.
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Select Move File from the dropdown menu.
The Select Category window is displayed.
Select the category towhich youwant to move the selected files.

@0 N oo O

Tomove thefilestothe selected category, click OK.

You have moved the files to the category.
Formore information on how to set up categories, see the chapterSet Up Categories for Dropzone.



Move Files to a Different Cloud Storage

Beyond Cloud Connectorallows to move files between two cloud storages (forexample, to use a more suitable cloud
storage orto save costs).

O NOoTE

Increased System Load
Note that copying files between two records ties up a Lot of system resources. The system may become busy if a large number of files are copied, i.e.

operation may be impaired. Do not perform this function with large amounts of data and, if possible, outside opening or business hours.

Follow these steps to move files between two cloud storages using Beyond Cloud Connector:

Open your Business Central.

From the role center, open the search function (ALT+Q) .

Search for the Cloud File Import Entries page and click the appropriate search result.
The Cloud File Import Entries page is displayed.

From the menu, click Scan Cloud Files from Database.

& Cloud File Import Entries A=

g~ W N =

o @ # Scan Clouc Files from Detasase B e 4 @ v =

6. The Edit - Scan Cloud Files... window is displayed.

7. Enterthe application code of the cloud storage to which you want to transferthe filess in the New Cloud
Application Code field.

8. Click OK.

9. The Cloud Files window is displayed. This list displays all files from all cloud storages that are linked via Business
Central.

10. Selectthe files you wantto move tothe new cloud storage.

e G Jrrcee. T = S -

Cloud Files
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11. Click OK. The selected files are displayed in the Cloud Files Import Entries list. Under the Source Cloud Application
Code column, the current cloud location (application code) of the files is displayed. Under the Target Cloud
Application Code column, the new cloud location (application code) of the files is displayed.

<& Cloud File Import Entries /Saved
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12. Select the files and click Start importin the menu bar.
13. Thefilesare moved tothe new cloud storage.

You have moved the files to another cloud storage.

If youwant to copy one or more files to anotherrecord (Dropzone), you can upload the files using the corresponding
Dropzone area orcopy them in batch using the cloud file import entries. For more information on this topic, see the Copy
Filestoa Different Record chapter.


https://businesscentral.dynamics.com/?page=70838585

Copy Files to a Different Record

If youwant to move multiple files in dropzones to anotherrecord (dropzone), you can upload the files manually or use
the cloud file import entries. In this case, you copy the files tothe new record, and allthe files remain at the copy
location.

O NOTE

Increased System Load
Note that copying files between two records ties up a Lot of system resources. The system may become busy if a large number of files are copied, i.e.

operation may be impaired. Do not perform this function with large amounts of data and, if possible, outside opening or business hours.

To copy filestoanotherrecord via Beyond Cloud Connector, proceed as follows:

. OpenyourBusiness Central.

. Fromtherole center, open the search function (ALT+Q) .

. The Cloud File Import Entries page is displayed.
. From the menu, click Scan Cloud Files from Database.

€ Cloud File Import Entries 0o

1
2
3. Search for Cloud File Import Entries and click on the corresponding search result.
4
5

o (=] i Scan Cloud Files from Database 8 e »

6. The Edit - Scan Cloud Files... window is displayed.
7. Inthe New Cloud Application Code field, specify the application code of the cloud storage to which you want to
copy the files.
8. Click OK.
9. The Cloud Files window is displayed. This list shows all files stored in the connected cloud storages.
10. Selectthe files which youwanttocopytoadifferentrecord.

e o e

Cloud Files
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11. Click OK. The selected files are displayed in the Cloud File Import Entries table.
12. Selectthefilesin the table and click Select target record from the menu.
13. The Dropzone Tables window is displayed.
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Selectthe drop zone table to which the selected files should be moved.

Click OK.

The corresponding table with the recordsis displayed. Select the corresponding record.

Click OKto save the settings for copying the files.

The saved copy settings are displayed on the Cloud File Import Entries page.

Select allfiles tobe copied in the list.

Click Startimportin the menubar. The files are copied to the record specified underthe Target Record ID column.
Click Refresh records and check if all files have been copied.

You have copied one or more files into a new record. You can view and edit the file/s in the drop zone associated with the

record. Formore information on viewing and editing files in the drop zone, see the Show File Preview chapter.



Frequently Asked Questions

In this section we address frequently asked questions about Beyond Cloud Connector.

If you have a question thatis not listed in this chapter, contact usatinfo@beyondit.gbmh.

I have several new users who should use Beyond Cloud Connector. How do
| set the user permissions?

You have several options forgranting user permissions:

You can copy the permissions of an existing user forthe new userordefine all permissions forthe dropzone/s and file
preview at the same time. For more information, please referto the chapterSet Up Users.

Beyond Cloud Connector was able to connect to cloud storage in the past,
but this no longer works. What should | do?

Verify that the cloud application is set up correctly. The secret key (for Sharepoint setup: Create and Copy Secret) orthe
Shared Access Signature in Mircosoft Azure has expired. Formore information regarding Azure Files Setup go to Setup >
Set Up Azure Files as Cloud Stoarge > Create Shared Access Signatures and regarding Azure Blob Storage Setup go to
Setup >Set Up Azure Blob Storage as Cloud Storage > Create Shared Access Signatures.

If the issue persists, contact us: info@beyondit.gbmh.

| get a message that my license has expired. What do | need to do?

If you wish to continue using Beyond Cloud Connector, you must purchase a license or multiple licenses. For more
information on current pricing as wellas ongoing marketing campaigns or special offers, please visit our website

https://www.beyond-cloudconnector.de/.

If youdo not want to continue using Beyond Cloud Connector, you can uninstall the app via the extension management.

Which license model s suitable for my company?

We offer different licensing models. Licensing is based on the number of usersin the system. Allusers in the system are
counted, regardless of whetherthey have access to Beyond Cloud Connector.

Formore information on current pricing, as wellas ongoing marketing campaigns orspecial offers, please visit our
website at https://www.beyond-cloudconnector.de/.

I have been informed that a new version of Beyond Cloud Connector is
available. How do | update the app?

The new version of the application is updated automatically with each update from Microsoft. If you do not want to wait
forthe next update from Microsoft, you can update the application manually. Toupdate the application manually,
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proceed as described in the section Update tothe latest version of Beyond Cloud Connector.

Which cloud storage is the cheapest?

By default, an Office 365 subscription includes storage for SharePoint Online. So youdon't have to pay extra forstorage.
The storage size for Sharepoint depends on the licensesin your organization. You can see the storage size for
Sharepointin the Sharepoint Admin Center.

If you select Azure Files or Azure Blob Storage as cloud storage, additional costs willapply depending on the size and
characteristics of the storage volume. For more information about associated storage costs, see:

Pricing for Sharepoint Online
Pricing for Azure Files
Pricing for Azure Blob Storage

| want to change the folder structure in Sharepoint/Azure Files or Azure
Blob Storage. Is there anything | need to consider?

Yes, youshould back up the files before changing the structure. Then delete the data from Business Centraland the
cloud storage and then rebuild the structure. By changing the folder structurein the cloud storage, the connections

between Business Centraland the cloud storage are lost, i.e. youneed toreimport the files so that the connections
between Business Centraland the cloud storage are created.

| want to migrate file attachments from an OnPremise environment to the
cloud. Is this possible and if so how do | do that?
Yes, thisis possible. We have programmed a codeunit especially for this use case, which allows you to export the file

attachments of an OnPremise environment, so that you can upload them to the cloud via the Beyond Cloud Connector.
Please note that at the time of the file export, no cloud storage must have been set up in the Beyond Cloud Connector.

Download the file export code unit: Codeunit for exporting files

Export the filesand then upload them to Azure Files.
Then proceed asdescribed in the chapterImport files from Azure Files. Please note that the JSON file must alsobe

uploaded to Azure Files.

Afterwards, you can also move the files to another cloud storage (forexample, Sharepoint or Azure Blob). To do this,
proceed as described in the chapter Move files toanother cloud storage.
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Error Messages

In today's fast-paced digital world, software applications and systems are constantly evolving to meet the demands of
users. However, with new features and updates come new potential errorsand bugs. When these issues occur, error
messages are displayed tothe user. While error messages can be frustrating and confusing, they are crucialin helping
users identify and troubleshoot problems. In this chapter, we will provide examples of common types of errors, and
best practices forsolving the error.

Authentication Failed

The Authentication Failed error occurs when a userattemptstologin toasystem orapplication, but the credentials
haven't been accepted. This can be due to various reasons, such asincorrect username or password combinations,
invalid access permissions, or problems with the authentication server.

Authentication Failed
Serverfailed to authenticate therequest. Make sure the value of Authorization headeris formed correctly including

the signature.

Tosolve this erroryou have toupdate the CloudConnectortothe latest version. Refertothe section Update tothe latest

version of CloudConnector.



Update to the latest version of Beyond Cloud
Connector

This chapterdescribes how to manually update Beyond Cloud Connectorto the latest version.

Beyond Cloud Connector is a living product, which means we are continuously working on further development and user
experience. Through exchanges with our customers, we investigate use cases and implement the resulting
improvements. The latest version is usually installed with the next Microsoft update, but you also have the option to

manually update yourapps before the update.
Tomanuallyinstall the latest version of Beyond Cloud Connector for your Business Central, proceed as follows:

1. Openthe Admin Center. You can reach the Admin Centervia the following URL:
https://businesscentral.dynamics.com/ /admin.
2. Selecttheappropriate database forwhich youwant to perform the update.

.
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3. Click Appsin the menu bar.

Database ~ #2 Support ~ (T Update Settings ~ [} Copy [ Restore

Environments

Environments > Live
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() Reported Outages
> . Mame Application Family
# Operations Live Business Central
(b Capadty
Type Application Insights Connection String (T}
Production Mot Sat ( Define )
URL
https://businesscentral.dynamics.com fLive

4. Thelistshows allinstalled apps forthe selected environment.



@ Dynamics 365 Business Central admin center

Environments > Manage apps
£ Environments

=1 Notification Recipients Live-Business Central

3 Telemetry
Nams T Publisher nstalled Version Latest Available Version Available Update Action
(J Reported Outages
AMC Banking 365 Fundamentals Microsoft 2054545646014 Up to Date
2& Operations ? "
@ Capadity Application Microsoft 2054545646014 Up to Date
Base Application Microsoft 20.545456.46567 Up to Date
BeyondBarcodes BEYONDIT GmbH 18143750 Up to Date
BeyondCertificates BEYONDIT GmbH 12040840 Up to Date
BEYONDIT GmbH 18.0.5894.0 Up to Date
Business Central Cloud Migration - Previous Release Microsoft 2054545046014 Up to Date
Business Central Cloud Migration - Previous Release (DE) Microsoft 2054345646014 Up to Date

5. Navigate to the Beyond Cloud Connectorapp and check the status.
6. If an updateis available, you can perform the update via an action.

Please note thatan updateis performed by Microsoft at regularintervals. In the course of this Microsoft update, app
updates are alsoinstalled. It is therefore possible that the latest version of Beyond Cloud Connector is already installed.

If youneed help with the update orhave any questions regarding this, please feelfree to contact us at the mailaddress
info@beyondit.gbmh.
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